
…to improve Cyber Resilience in 
Civil Aviation

EASA Part-IS
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Agenda

• What we want to protect ?

• What is cyber resilience ?

• EASA Part-IS objectives

• Q & A
15 minutes

Christoph Schnyder
Cyber Security Coordinator / Program Lead
christoph.schnyder@bazl.admin.ch
Mobile: +41 79 473 94 43

mailto:christoph.schnyder@bazl.admin.ch
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Information Security Objectives

… of relevant information
against cyber risks, which
potentionally affect aviation
safety

to protect…

To improve resilience of safety functions, information
security is required
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What is Cyber Resilience

Image source: Cybersecurity Framework | NIST

Information security risks
What safety related processes
and systems need protection?

Implement appropriate
measures to ensure protection
of the critical assets

Have mechansims in place
to identify security events

Develop techniques to contain
the impact

Implement processes to
restore impaired capabilities
and services

https://www.nist.gov/cyberframework
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What is involed?

People

Process

Technology

• Access control
• Encryption
• IDS
• Digital signing
• Hardening measures
• Encryption
• Virtualization
• …

• Staff Training Awareness
• Qualifications
• Communication
• Competent workforce
• Communities
• Human Factors
• …

• Reporting
• Asset Management
• Risk Management
• Vendor Management
• SW-Development
• Security Testing
• …
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EASA Part-IS Regulation

Management of information security risks
Opinion No 03/2021:  EASA Opinion No 03/2021

• identify and manage information security risks which could affect information
and communication technology systems and data used for civil aviation
purposes,

• detect information security events identifying those which are considered
information security incidents, and

• respond to, and recover from those information security incidents

to a level commensurate with their impact to aviation safety.

https://www.easa.europa.eu/downloads/128329/en
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EASA Part-IS Applicability

A horizontal rule covering all aviation activities

Design Aerodromes
MgmtMaintenanceProduction Continuing 

Airworthiness
Air Traffic

Mgmt
Air 

Operations
Flight Crew Training

FSTD

Design & Manufacturing In Service In Operation



8SASOC 2022

EASA Part-IS Organisation Requirements

Part-IS.OR100 - Scope

200 – ISMS

IS Policy / Leadership

IS Processes
- Identifies & reviews IS risks
- Defines & implements processes
- Information sharing
- Change notification

Compliance
Compliance Monitoring

Continous improvement
Proportionality & MS 
integration

205 – Risk Assessment

210 – Risk Treatment

220 – Incidents
Detection, response, recovery

215 / 230 – Reporting

235 – Contracting ISM 
Activities

240 – Personell Requirements

245 – Record keeping

250 – ISMM

255 – Changes

260 – Continous Improvement

CAA230
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EASA Part-IS Timeline

Regulation 
drafting phase

Proposal to
EU 
Commission
(Opinion)

21.06.2021

today

Oct. 2022

Commitology
process
EU 
Commission

Dec. 2022

Planned entry into
force *

Applicability

Dec. 2023

Full
compliance

* Entry into force CH depending on 
mixed committee

AMC/GM development until 2023

Dec. 2024
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Take aways

Information Security Management is a management
responsibility: Leadership and support is critical

Invest in people and processes, not only in 
technology

Integrate information security into
your existing processes
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Thank you for your attention
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