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GPS Jamming

Credit: OHB Digital Solutions

Jamming  GPS position is lost

The intentional attempt to interrupt the 
GNSS service by broadcasting higher
-powered signals. With the 
discontinuation of GNSS positioning, 
the onboard system must fall back to 
alternative navigation systems. 
Especially during challenging 
conditions, this can raise the 
likelihood of accidents.
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Spoofing:  GPS position is wrong.

GPS Spoofing

Credit: OHB Digital Solutions

The intentional attempt to force a 
GNSS receiver to  a false 
position/course can be challenging to 
detect Spoofed GNSS receivers 
output false position and timing 
information, exposing the change of 
collisions with the ground or other 
objects.
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• Jamming and spoofing in aviation can happen unintentionally:
- Truck’s with jammers on motorways close to airports
- GPS Test equipment/ Repeaters used by Maintenance on airports

• Intentional Spoofing is complicated and normally done by states/military

GPS Spoofing

Picture source: © Send Solutions
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Map of current GPS Interferences

Link:

GPSJAM GPS/GNSS Interference Map

Link: GPS jamming & interference map | 
Flightradar24

https://gpsjam.org/
https://www.flightradar24.com/data/gps-jamming
https://www.flightradar24.com/data/gps-jamming
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Global Navigation Satellite System Outage and Alterations Leading to Navigation / 
Surveillance Degradation
EASA Safety Publications Tool (europa.eu) 

EASA SIB 2022-02R2

https://ad.easa.europa.eu/ad/2022-02R2
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EASA CARI on System Resilience to 
GNSS Events
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GPS Jamming  Alternate Navigation Solution DME/DME, IRS

GPS Spoofing  Detection (e.g.GIDAS)  Alternate Navigation Solution DME/DME,     
unbiased IRS

Short therm  Ground Based Spoofing Detectors on Approach, (like WS warnings)
  Airbased Dectors like Airtext+ (from Send Solutions)

Midtherm  Use more then just one System, (Galileo)

Longtherm  Make GPS more robust with build in spoofing detectors.
  Use different alternates like E-Loran, MagNav (Only in middle 

Latitudes) 

Countermeasures
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Countermeasures

Copyright OHB Digital

To detect spoofing, various detectors must be combined.
The Company OHB Digital Services offers already today a GNSS Quality Assurance System:
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Countermeasures

Copyright OHB Digital
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Links:
GPS-Spoofing - Gefälschte GPS-Signale 

werden beim Fliegen zunehmend zum 
Problem - News – SRF

https://www.srf.ch/news/international/gps-spoofing-gefaelschte-gps-signale-werden-beim-fliegen-zunehmend-zum-problem
https://www.srf.ch/news/international/gps-spoofing-gefaelschte-gps-signale-werden-beim-fliegen-zunehmend-zum-problem
https://www.srf.ch/news/international/gps-spoofing-gefaelschte-gps-signale-werden-beim-fliegen-zunehmend-zum-problem


13

Bern und Zürich
FOCA Locations

Papiermühlestrasse 172, Ittigen
Operation Center 1, Zürich-
Flughafen

Switchboard
+41 58 465 80 39

Website
https://www.bazl.admin.ch

https://www.bazl.admin.ch/
https://twitter.com/bazlCH
https://www.youtube.com/channel/UCT8AJFX4-uVvVKvzI-SbO6g
https://www.facebook.com/FOCA.StaySafe
https://www.linkedin.com/company/federal-office-of-civil-aviation-switzerland/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwi0g6_SgrmBAxVWhv0HHS_8DBsQFnoECBEQAQ&url=https%3A%2F%2Fwww.instagram.com%2Fbazlofficial%2F&usg=AOvVaw285Iznkg4UrJkE4BaSjgv9&opi=89978449

